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Levels Of HIS

Supra-national

National




Part |
National HIS

» HIS Initiatives & Standards.

» Work force.

» National strategy.

» ICD & DRCG.

» National number.

» Privacy, Confidentiality, and Security




Initiatives & Standards

» Informatics Initiatives.
» Informatics Standards.
» ? SFDA or SAHI.




Workforce

- Traditional groupings of professionals
- Information technology (IT) - usually with computer science or
information systems background

- Health information management (HIM) - historical focus on
medical records

- Biomedical informatics (BMI) - usually from clinical backgrounds
— Others - librarians, trainers, etc.

- Most studies have focused on professional groupings (usually
IT or HIM staffing)

- No comprehensive studies of BMI professionals

- Human resources (HR) and even health care system leaders are
often unaware of informatics benefits or workforce

- No Standard Occupational Code (SOC; Bureau of Labor Statistics,
2004)




Gartner on IT staffing in integrated
delivery systems (Shaffer, 2008)

IDSs spend more on IT Typical IT job functions included

(5.5%) than non-IDS health care - Programmer/analyst - 49%
settings (about 3%) - Management - 15%

- Amount of budget spent on IT - Technical support/help desk -
in health care generally is low 13%

compared to other industries
such as finance (20%) and
manufacturing (12%)

- Computer operations - 8%
- Telecommunications/
network support - 7%

About 2.1% of organizational FTE ~ ~ Administration - 3%

in IT, i.e., one IT staff per 48 - Security - 2%
non-IT employees.




“Informatics” workforce in English
NHS (Eardley, 2006)

- Estimated 25,000 FTE out of 1.3 million workers in NHS
- One IT staff per about 52 non-IT workers

- Distributed in following categories

- Information and Communication Technology staff - 37%
- Health records staff - 26%

- Information management staff - 18%

- Knowledge management staff - 9%

- Senior managers - 7%

- Clinical informatics staff - 3%

- Other issues

- Retention problems - attributed to uncompetitive pay

- Future skills shortages anticipated

- Strong support for establishment of formal informatics
profession




Nationwide (US) Health Information
Network (NHIN) Workforce Study

(Avalere, 2007) Estimated workforce needed to
implement NHIN nationally over five-year
implementation time

- 7,600 FTE for installation of EHRs for 400,000

pr?]cticing physicians who do not currently have
them

— EﬁkGOO FTE for the 4,000 hospitals that need
S

- 420 FTE to implement the health information
infrastructure

- Canada Infoway Project estimated to require

employment of 37,000 professionals (Alvarez,
2007).




Work force

Group | Quantitative Qualitative

IT US and UK: ~1 FTE per 48-60 |Knowledge of health care
non-IT FTEY*3 deemed essential®

HIM ~170,000 now, increasing to Evolving role as technology
~200,000 by 2016° changes®

BEMI Unknown; estimates of CMIO is example of a new

~10,000-13,000 clinical’® and
~1,000 public health?

position and is evolving®1t12

1Shaffer, 2008; *Hersh, 2008; *Eardley, 2006; *Monegain, 2004;*Dohm, 2007;5AHIMA, 2003,
"safran, 2005; *Friedman, 2007; *Friedman, 2008; PLeviss, 2006; **Hersher, 2006; 2Shaffer, 2008




National strategy

» Office of the National Coordinator for Health
Information Technology (ONC) (USA).

» Connecting for Health (UK).
» Health connect. (AUS).
» Infoway. (Canada).




ICD & DRG Standard

» Diagnoses » Nursing

- ICD-9, ICD-9-CM, ICD-10 - NANDA, IC/NOC, Omaha

:Dlagnoslls-related grpups (DRG) ) the ratu re

nternational Classification of

Primary Care (ICPC) - Medical Subject Headings

(MeSH)

[ Devices

- National Drug Code (NDC) g

- National Drug File Reference - Universal Medical Device (UMD)

Terminology (NDF-RT) Nomenclature

» Laboratory » Comprehensive

— LOINC -~ SNOMED Clinical Terms ( CT)
P d d - Unified Medical Language

» Frocedaures an System (UMLS)

diagnostic studies
- CPT-4, HCPCS




National Health Number

Patient identifiers - key attributes (Connecting
for Health, 2005)

- Unique - only one person has a particular identifier

- Non-disclosing - discloses no personal information

- Permanent - will never be re-used

- Ubiquitous - everyone has one

- Canonical - each person has only one

- Invariable - will not change over time




National Health Number

» + Benefits

- Easy linkage of records

- Facilitate health information exchange

- Reduce errors and costs arising from duplicate records

- Medical record identifier errors compromise quality of

care and can be costly (Fernandes, 2001), e.qg.,

- $4,500 to correct duplicate patient records in operating room
- 325 minutes of work to correct duplicate records in hospital

.- Cost increases with length of time error not identified

» « Risks
- Easy linkage of records
- Potentially compromise privacy and confidentiality




Government-issued Health Number

- Most industrialized countries have them,
e.g.,

- New Zealand National Health Index (NHI,

http:/ /www.nzhis.govt.nz/moh.nsf/indexns/nhi/)

- |Iceland Health Sector Database (Arnason, 2002)

Have also created national genetic database (Gulcher,
2000)

- Most Western European countries also use them




Government-issued patient
identifiers in the US?

- HIPAA mandated creation of patient identifiers but public
pressure forced postponement

- Approach and issues described in (HHS, 1998)

. Could/should we use the social security number as a
national health identifier? (Ferris, 2005)

- Technical problems: many duplicates, numbers reused, no
checksum

- Other problems: used for too many other purposes

- Some advocate voluntary identifiers

- Those agreeing to have would sign consent form outlining
benefits and risks (Hieb, 2006; Hieb, 2006)

- Proposed standard: ASTM E2553-07 (www.vuhid.org)




Others argue it is unnecessary and
politically infeasible in US

- Connecting for Health, 2005 - best overview
- “Not worth the fight” (Ferris, 2005; Ferris, 2005)
- Probably politically impossible to deploy in US

- There may be other ways to achieve goals for national
identifiers

- Expenses up front; benefits accrue later

- Counterpoint: Unique patient identifier would reduce
errors and improve system interoperability in US
(Hillestad, 2008)

- Costs would be substantial ($3.9-9.2 billion) but be
offset by other improvements in health care system

- Would not significantly increase risk for security

breaches over other options



Alternatives to a national identifier
(Connecting for Health, 2005)

- Could create globally unique identifier with local master
patient index plus holding institution identifier
- e.d., Record@Hospital

- Could be unique, permanent, non-disclosing, and
ubiquitous

- Combined with probabilistic matching algorithms to link
records (Grannis, 2003; Grannis, 2004)

- Once in place, could develop a “record locator system” to
achieve linkage

- Other requirements: security, authentication, data linkage,
global participation

- Survey of commercial products (Jones, 2004)




Provider identifiers

- Most widely used is the Universal Physician
Identifier Number (UPIN), maintained by the
US government for physicians who treat
Medicare patients

- Limitations

- Only exists for physicians in Medicare

- Does not cover non-physician providers




Provider identifiers (cont.)

- National Provider Identifier (NPI)
- Timeline

- Assigned starting in May, 2005
- Required effective May, 2007

- As of March, 2008, CMS stopped processing
claims without use of NPI

- 10 digit number with last digit serving as
checksum

- Issued by the National Provider System (NPS),
overseen by the Dept. of HHS




Privacy, Confidentiality, and
Security

~ Nationwide Privacy and Security Framework (US)
(2008) based on principles

- Individual access

- Correction

- Openness and transparency

- Individual choice

- Collection, use, and disclosure limitation
- Data quality and integrity

- Safeguards

- Accountability

~ Not surprisingly, some believed did not go far
enough (Conn, 2008)




Privacy, Confidentiality, and

Security

» European Commission Directive 95/46/EC (EC,
2007)

- Stringent rules allow data processing only with
consent or highly specific circumstances (legal
obligation, public necessity)

» Countries that implement Directive 95/46/EC
provide examples for how “consent” for use of
information on National Health Information
Network may proceed in US (Pritts, 2007)




Part 2
How to implement the EHR

- Complex, with no single solution and varying
for different settings, specialties, etc.

- This Talk covers:

- Finding information

- Reports from “the front”

- Steps to implementing

- Workflow analysis

- Some other issues




Finding information

- Books

- Reports

- Web sites

- Commercial information




Books on EHR implementation -
there is no shortage!

- Hartley, EHR Implementation - A Step-By-Step
Guide for the Medical Practice, AMA Press, 2005.

- Miller, Implementing the Electronic Health
Record: Case Studies and Strategies for Success,
HIMSS, 2005.

- Kilo, Medical Practice Transformation with
Information Technology, HIMSS, 2005.
- Amatayakul, Electronic Health Records. A

Practical Guide for Professionals and
Organizations, 3rd Edition, AHIMA, 2006.




Books (cont.)

- Walker, Implementing an Electronic Health
Record System, Springer, 2006

- Amatayakul, 7hAe No-Hassle Guide to EHR
Implementation, HC Pro, 2007

- Payne, Practical Guide to Clinical Computing
Systems. Design, Operations, and Infrastructure,
Elsevier, 2008

- Carter, Electronic Health Records - A Guide for
Clinicians and Administrators, Second Edition,
ACP, 2008

- Sterling, Keys to EMR Success, Greenbranch,
2009




Reports on aspects of EHR

implementation

- EMR Guide for Small and Mid-Size Practices (eHealth
Initiative, 2006)
- Details implementation for smaller practices

- EHR Master Quotation Guide (eHealth Initiative, 2005)

- Focus on issues and caveats from vendor quotes, e.g.,
interfaces, implementation services, service level
agreements etc.

- HIMSS Ambulatory Paperless Clinics (2007)

- Focus on project management

- Community Health Centers (Gelmon, 2008)

- Focus on community health centers but also contains good
practical advice




Web sites (with apologies for long
URLs!)

- Medical specialty societies (usually limited access)
- American College of Physicians (ACP)
http://www.acponline.org/running_practice/technology/
EHR Partners program helps ACP members compare systems
- http://www.acponline.org/running_practice/technology/ehr/partner_program/
- American Academy of Family Physicians (AAFP)
http://www.centerforhit.org/
- American Academy of Pediatricians (AAP)
http://www.aapcocit.org/

- Government

- Agency for Healthcare Research & Quality (AHRQ)
http://healthit.ahrg.gov/

- Health Resources Service Administration (HRSA)

http://healthit.ahrq.gov/portal/server.pt?open=512&0bjlD=1077&cached=tr
ue&mode=2



http://www.acponline.org/running_practice/technology/

Commercial information

- Commercial services that evaluate systems,
e.g.,

- MSP EHR Selector - www.ehrselector.com

- KLAS - www.klasresearch.com

- Focus on Canada - www.canadianemr.ca

- As always, con$ultant$ are eager to help
- Or better yet, maybe you can become one!




Klas Research

Overview
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Some reports from “the front” in
the medical literature

- Ambulatory settings
- Hospital settings




Reports from “the front” in
ambulatory settings

- Internal medicine (Baron, 2005) - four-physician
practice encountered many challenges

- Need to re-design office workflow

- Costs higher than budgeted, both for investment and
maintenance

- But would not return to paper

- Multi-specialty practices

- Took a long time but found success, including ROI
(Kane, 2004)

- “Seamless transition” at Fallon Clinic in Mass. (Garber,
2008)




Reports from ambulatory settings
(cont.)

- Family medicine
- One small group practice developed a cost-benefit
worksheet (Adler, 2004)

- Another small group practice found need to address
crucial workflow issues (Rowley, 2005)

- Billing and accounts receivable

- Scheduling

- In-house messaging

- Documentation of patient interactions

- Processing refill requests

- Reviewing and acting on lab results

- Managing external correspondence about patients

- ... but found increased revenues and quality,
decreased time




Reports from ambulatory settings
(cont.)

- Regional Health IT Extension Centers (Mostashari, 2009)

- Organizations that act as “intermediary” between vendor and
practice

- Most longstanding and successful models include

- New York City Primary Care Information Project (NYC PCIP,
http://www.nyc.gov/html/doh/html/pcip/pcip.shtml)

- Massachusetts eHealth Collaborative (MAeHC, www.maehc.org)
- Both provide virtual turn-key solutions to practices using
commercial vendors (1 in NY, 4 in MA)

- Provide lower cost and more expertise than practices could
obtain on their own

- Started with grant funding but aimed for financial self
sustainability

- Call for “leveraging community structures” (Mostashari, 2009)




Reports from inpatient settings

- “No free lunch” - an early VA implementation

in Nashville, TN required focus on
organizational issues, human resources,
hardware, infrastructure, and software
(Brown, 1999)

- Transition from standalone to institutional

EHR in OHSU Emergency Department (ED)
found workflow issues most essential (Handel,

2008)




Steps to implementing EHRs in
ambulatory settings

- “8 easy steps” from a physician practice magazine

included clinician commitment, staff-entered key
data before go-live, in-place practice
management system, and standardized
templates for practice (Terry, 2008)

- Managing technical and organizational aspects
(Lorenzi, 2009)

- OHSU faculty Dr. Thomas Yackel pursued
standardized 10-week approach for each clinic at
an academic medical center (Schuerenberg,2008)




Recommended steps for small
practices(Adler, 2005)

- ldentify decision makers in a practice
- Clarify goals

- Write a Request for Proposal (RFP)

- Select RFP recipients

- Review proposals to narrow the field
- Vendor demonstrations

- Check references

- Rank the vendors

- Site visits

. Select finalist

- Solidify organizational commitment
- Negotiate contract




HIMSS Ambulatory Paperless
Clinics (2007) not much different

- Project management must include

- Development of scanning/abstracting policy
- Create shared need in practice

- Analyze workflow

- Develop implementation plan

- Facilitate third-party interfaces

- Template development

- Training




Workflow analysis

- A recurring theme: understanding workflow and
adapting EHR to it is essential for success

- Components of automated workflow analysis
(Cooper, 2001)

- Tasks - activities to achieve business goals
- People - those who perform tasks

- Roles - activities of people independent of who they
are

- Processes - sequences of steps performed
- Practices - what actually happens

- Policies - formal statements of how processes
handled

- Tools for assessing workflow (Samuels, 2008)




Workflow to Refill a Preseription: EMR

- Patiert calls in for 8 prescription renewal

Murse makes a note of patient request | —=

Office workflow
for prescription
refill (Hartley,
2005)

Murse electronic message 10 physican with
link to patient's file

'

complications, and prior medications are highlighted
in patient's medical e

.

Physician agrees that prescription can be renewed and sends
electronic fax renewal authorization o pharmacy from his
computer; EMR updales patient record. Physician sends an
electromic “cc” to nurse that renewal has been gent

A

r
Physician plcks up electronic message, and reviews request
along with patient file; allerges, adverse reactions, polential

,

(Cr, physician denies reques! and sends a note 1o nurse |
requesting to see patent)

L
oo |

4.5



Other Issues

- Need the right people - importance of
- “Special people” (Ash, 2003)

- “People skills” (Fenton, 2006)

- Informaticians (Hersh, 2008)

- Need to avoid pitfalls and have recourse when things
go wrong

- “We bought the wrong EMR!" (Moore, 2004)

- Role for?

- “Turn-key” solutions, e.g., eClinicalWorks from Sam’s
Club (Lohr, 2009, http://www.samsclub.com/health/)
- Open source, e.g., Medsphere, (www.medsphere.org)




Barriers to Implementation

» You may buy the right EMR but the project
fail e——— Barriers to Implementation.

» These barriers are classified into four major
categories namely technical shortcomings,
project management shortcomings,
organisational issues, and the continuing
information explosion. (Lorenzi & Riley 2000,
Kuhn & Giuse 1995, Southon et a/ 1997).




» There is no ¢
implement H
resources to

Last Words

ear answer for how to
S ? . But there are a lot of

nelp.

» Organizational readiness at human and
technical levels is crucial important.

» Try to understand the barrier to
implementation in your organization before

hand.

» Select the right people.




Thank You
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Today’s view M

"Over the past three decades the Libyan Arab
Jamahiriya has invested billions of Dinars in
the health service, which has resulted in
major improvements in health service
delivery and in the general health of the
population, as reflected in all the health
indicators. However, despite these
improvements, the Libyan Arab Jamahiriya
is still facing major health problems, and the
general population is discontent with all
levels of health services”

WHO and Libya cooperation strategy (2005-2009 Executive summary) %
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The problem T

<+ Between the health care we have and
the care we could have lies not just a
gap, but a chasm

A system full of underuse,
inappropriate use, and overuse of
care

“Unable to deliver today’s science and
technology; will be even worse with
innovations in the pipeline

IOM report

Libyan international medical university www.limu.edu.ly
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The problem M

A fragmented system characterised by

unnecessary duplication, long waits,
and delays

Poor hospital information systems;
disorganised knowledge

IOM report

Libyan international medical university www.limu.edu.ly
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The problem 4 o

A system designed for episodic care
when most disease is chronic

Health care providers operate in silos

IOM report

Libyan international medical university www.limu.edu.ly




Drivers of change in health care \

*Internet

“ Beginning of the information age
“ Globalisation

 Cost containment

“ Ageing of society
“*Managerialism

“ Increasing public accountability

Libyan international medical university www.limu.edu.ly




Drivers of change in health care \

“+ Rise of sophisticated consumers

“Science and technology --particularly
molecular biology and IT

+ Ethical issues to the fore

< Changing boundaries between health
and health care

<+ Environment

Libyan international medical university www.limu.edu.ly




Technological developments \

+"Think for itself hardware” and self-
generating software by 2020

“+Wearable computers; “intelligent
clothing”

“ Personal agents-- “digital butlers”;
smart sensing

< Electronic circuitry can be connected
to nerves and tissues

Libyan international medical university www.limu.edu.ly




Three possible futures: \

First scenario

< Information technology develops fast
in a global market

<+ Governments have minimal control

<+ People have a huge choice of
technologies and information sources

“+People are suspicious of government
sponsored services

*There are many “truths” ‘g r

Libyan international medical university www.limu.edu.ly
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Second scenario T

A top down, regulated world

“+People are overwhelmed by
information so turn to trusted
institutions--like the NHS

 Experts are important
 Information is standardised

“*Public sector is more important than
private sector

Libyan international medical university www.limu.edu.ly
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Third scenario .

People react against technology as
against genetically modified foods

“Legislation restricts technological
innovation

“*Privacy is highly valued
 Internet access is a community not an
individual resource

“There are no mobile phones

Libyan international medical university www.limu.edu.ly
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Future expectations N

 More “rolled back healthcare”--more
community and home based
healthcare with IT support

“ Chronic disease management will be a
cornerstone of future healthcare

“ Patients and the public will come to
the heart of healthcare

< Improving health through innovations
in social policy rather than through é
high tech

Libyan international medical university www.limu.edu.ly



wer | - T e
Future expectations N

“Putting health at the centre not
the edge of politics

“*Regeneration medicine will
become a major component of
healthcare--use of stem cells,
xenotransplantation, tissue
engineering, induced
regeneration, modulation of the

ageing process

Libyan international medical university www.limu.edu.ly




Future expectations

“Physical and engineering sciences will
become much more important

= whole systems engineering

= mimicry of sensor/effector pathways

* Image analysis

= predictive modeling of biological behaviour
= clinical decision support

Libyan international medical university www.limu.edu.ly
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Future expectations \

+*We have done badly with
neuropsychiatric illness, but it will
become steadily higher profile with
rising prevalence and a sharp
increase in diagnostic and therapeutic
possibilities

+Dementia may eventually strike 85%
of the population

A greater emphasis is needed on
prevention

Libyan international medical university www.limu.edu.ly



Future expectations A

“+ Beyond electronic patient records to
“health biographies”

< Cyberphysicians
< Moving from information to
knowledge

Libyan international medical university www.limu.edu.ly




Cyberphysicians: “the problem”

< Healthcare is a "knowledge based
business” but information is poorly
delivered

‘* Doctors now suffer from the
“information paradox”--drowning in
information but cannot find the
information they need

 Patient information is often neither
evidence based nor easily accessible

amtagrst 1

Libyan international medical university www.limu.edu.ly
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Cyberphysicians A

“The number and form of
“infomediaries”--knowledge brokers
will proliferate

< All the information available to
professional will be available to
patients

< Cyberphysicians will look after
people’s health, detecting changes
through sensors, prompting

preventive activities and treatments % 4

Libyan international medical university www.limu.edu.ly




Infomediaries: doc.coms -

 People will be able to use doc.coms to:
“ Ask questions

+ Interact with others with similar
interests

+ Use software that will help with health
risks

+ Use decision support systems

< Consult with professionals

s Access their own health records
“ Buy health related products

] il i) ) Snolal
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Encouraged

Discouraged

Encouraged

Discouraged

Cost

Cost

Industrial age medicine

—<—— Tertiary

Professional
care

——— Secondary

—<—— Primary

Information age health care

—<— |ndividual self care

—<— Friends and family

—<— Self help networks

Professionals as —>
facilitators

Professionals as —>
partners

Professionals as —>
authorities

Libyan international medical university

www.limu.edu.ly




Funding of health Servicéﬁs”

Fee for sefvice for the rich

careé for the middle classes

Sdafety net service for the po

Libyan international medical university

www.limu.edu.ly
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Health records: “the problem”

< Current health records are:
= Paper based
= Disorganised
= Often illegible
= Lost
= Scattered
= Poorly linked

Libyan international medical university www.limu.edu.ly



Future of Health records N

Health records will be:

Electronic, lifelong, perhaps recording all
food and drink consumption, exercise,
etc

Accessible from anywhere
Linked to other records, like social care
Multimedia

Collect information from sensors in the
body or home

Data mined

Libyan international medical university www.limu.edu.ly
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Moving forward T

< Commit to a national statement of
purpose for the health care system
“ SIX aims
= safety, avoid injuries
= effective, evidence based
= patient centred, patient values guide decisions
= timely, reduce waiting and delay
= efficient, avoid waste
= equitable, care doesn’t vary by gender, ethnicity, etc

“ IOM report _,f_ﬁ

Libyan international medical university www.limu.edu.ly
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10 rules for redesigning health care -

1. Care based on continuous healing
relationships--care whenever its needed,
not just through face to face visits

+ 2. Customisation based on patient needs
and values

3. The patient as the source of control

4. Shared knowledge and free flow of
information

“+ 5.Evidence based decision making

IOM report

Libyan international medical university www.limu.edu.ly



10 rules for redesigning health care \

“ 6. Safety as a system property

7. The need for transparency--all
information available, including the
system’s performance on safety,
evidence based practice, and patient
satisfaction

< 8. Anticipation of needs
9. Continuous decrease In waste
+ 10. Cooperation among clinicians

IOM report

Libyan international medical university www.limu.edu.ly
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Getting started T

“ Concentrate on the conditions that
account for most health care (cancer,
heart disease, mental health)

“*Produce plans that will lead to
substantial improvements.

<+ A fund for innovation

IOM report

Libyan international medical university www.limu.edu.ly
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six challenges for health care organisationsli

1. Designh seamless, coordinated care

2. Make effective use of IT, including
automating patient records

3. Manage knowledge so that it is
delivered into patient care

“ 4. Coordinate care across patient
{:_ond|t|ons, services, and settings over
ime
5. Advance the effectiveness of teams

“ 6. Incorporate measurement of care
processes and outcomes into daily
practice

IOM report
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getting evidence into health care delivery' A

Ongoing analysis and synthesis of
medical evidence

Delineation of guidelines

Identification of best practices in design
of care processes

Better dissemination to professionals and
public

Decision support tools
Goals for improvement

Measures of quality for priority
conditions
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What will survive as the world changes !
completely:

1. Clear ethical values

2. Being clear about our mission
3. Putting patients first

+4. Constantly trying to improve
5. Basing what we do on evidence
6. Leadership

7. Learning

Libyan international medical university www.limu.edu.ly




Conclusions

+ Patients will have the same access to
knowledge as professionals

s Self care or “‘rolled back care” will
become steadily more important

“ Professionals and patients will become
much more equal partners

“ Evidence will become steadily more
important

Libyan international medical university www.limu.edu.ly




Conclusions "\

% Health care systems will increasingly be
concerned with chronic not acute disease

“ Health will increasingly be at the centre
not the edge of politics

+* There is a chasm between what health
care could do and what it does do

“ Some things--ethics, learning,
leadership--will continue to be important
whatever happens

Libyan international medical university www.limu.edu.ly
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Conclusions T

“The future is highly unpredictable

“*Nevertheless, it is important to think
about the future; those who do
prosper

A good way to think about the future
Is to imagine different futures, usually
called scenarios
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